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Pnited States Senate

WASHINGTON, DC 20510-0905

February 6, 2018

The Honorable James N. Mattis
Secretary of Defense

1000 Defense Pentagon
Washington, DC 20301

Dear Secretary Mattis:

The Government of Russia, at President Vladimir Putin’s direction, conducted an extensive
campaign to influence our elections in 2016. The Russian campaign—a mix of covert intelligence
operations, disinformation, and propaganda spread through traditional and social media—represents
a serious and unprecedented attack on American democracy.

While the Obama Administration imposed targeted sanctions on Russia in response to the
attack, just last week, the Trump Administration elected not to impose further sanctions. Yet,
Russia’s influence activities continue in the United States and elsewhere, according to the Director of
the Central Intelligence Agency. As the 2018 midterm elections are now only months away, there is
no time to lose in countering Russian influence through multiple means.

Because Russian influence is conducted largely through cyberspace, National Mission Teams
(NMTs), part of the U.S. Cyber Command’s Cyber Mission Force, should be ordered to prepare to
engage Russian cyber operators and disrupt their activities as they conduct clandestine influence
operations against our forthcoming elections. The mission of these forces is to defend the Nation,
including critical infrastructure like our election systems, from foreign attack and we urge the
Department of Defense to consider employing them as soon as possible.

Additionally, we urge you to implement the recommendations of the Department’s own
Defense Science Board’s Task Force on Cyber Deterrence. The Task Force’s report outlined a
strategy to deter further Russian attacks on our democracy by threatening those things that our
adversaries hold most dear through tailored campaigns of both cyber and information operations. To
my knowledge, the Department has yet to implement these critical recommendations.

Defending our democracy must rank among the most important responsibilities of our

government, including our military cyber forces. We are grateful for your continued service to the
country and appreciate your prompt attention to this most pressing threat.
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Sincerely,

ill Nelson Jeanne Shaheen
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Richard Blumenthal .




